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Abstract ming deterministic algorithms. In fact, parallel appli-

_ _ cations today primarily use threads and shared mem-
In today’s widely used parallel programming models, ory, whether through libraries like pthreads and Intel's

subtle programming errors can lead to unintended nondefhreading Building Blocks (TBB), or multithreaded lan-
terministic behavior and hard to catch bUgS. In Contrastguages like Java and C#. Programs written in these mod-
we argue for a parallel programming model thadéder-  e|s can be extremely difficult to understand and debug.
ministic by defaultdeterministic behavior iguaranteed  First, the use of shared memory is uncontrolled: any ac-
unless the programmer explicitly uses nondeterministiGess to a shared variable may result in an interaction with
constructs. This goal is particularly challenging for mod- another thread. Second, there is no guarantee of deter-
ern ObjeCt-Oriented |anguages with eXpreSSive use of refminism: the execution can follow one of a |arge num-
erence aliasing and updates to shared mutable state. VMgr of interleavings of dependent memory accesses, and
propose a broad research agenda in support of this goalifferent interleavings can produce different results. A
and we describe some of our own work to further thatcorrecﬂy written program may be deterministiC, but cor-
agenda. rectness is difficult to check.

In a recent article[[13], Lee eloquently argues that if
1 Motivation we are to have any hope of simplifying parallel program-
ming for the vast majority of programmers and applica-
The general-purpose computing industry is at a majotions, then parallel programming models must greatly
crossroads. Power constraints and design complexity areonstrain the possible interleavings of program execu-
driving processor architects to place increasingly manytions. In particular, deterministic algorithms must be
compute cores on a chip. Commodity applications, deexpressible in a style thaguaranteesleterminism, and
veloped by programmers with a wide range of skills, nondeterministic behaviors, where desired, must be re-
must harness this parallelism for increased performanceéjuested explicitly. More generally, as we discuss in Sec-
Computations that use concurrency primarily for per-tion[d, enforcing deterministic semantics simplifies com-
formance can be modeled as taking an input and compufosing, porting, reasoning about, debugging, and testing
ing some output. In sudnansformationatomputations, parallel software.
concurrency is not part of the problem specification. This Deterministic parallel programming models exist to-
is in contrast to event-based activesystems (such as day. However, much of the prior work on determinism
web servers) where concurrency may be necessary fdras been in a context that is not general enough (e.g.,
functionality (e.g., a distributed system) or correctnessegular data parallel operators[16]) and/or requires-a sig
(e.g., bounded response times in interactive programs).nificant departure from mainstream programming styles
Many, though not all, transformational computations(e.g., a pure functional stylé_[14]). In contrast, many
are deterministic a given input is always expected to modern applications are developed in an object-oriented
produce the same output. This category is vast; it in-style with expressive use of features such as reference
cludes almost all scientific computing, signal processingaliasing, imperative updates, dynamic method dispatch,
encryption/decryption, sorting and searching, compilerand extensive reuse of sophisticated libraries and frame-
and program analysis, and processor simulators. works. Programmers are familiar with this style and pro-
Unfortunately, mainstream parallel programming ductive in using it. We believe it is crucial for parallel
models today provide no special assistance for programanguages to support this style.



In this paper, therefore, we argue that to simplify How to make it easier to develop and port programs
parallel programming, determinism must be brought toto a deterministic-by-default language? The cost of
mainstream object-oriented programming languagks porting code to a new language can be significantly re-
broad research agenda will be required to achieve thisluced if the language is downward compatible with an
goal: existing, widely used language and supported by tools

that allow incremental porting. A properly designed lan-
How to guarantee determinism in a modern object-  guage will also have substantial, long-term productivity

oriented language?For reasons discussed in Secfién 3, penefits. These opportunities are discussed in Sedtion 6.
our philosophy is to providstatic guarantees through a

combination of a type system and (straightforward, in- . ..

traprocedural) compiler analysis when possible, and t(? Benefits and Costs of Determinism
fall back on runtime checks (that either result in excep- llel is deterministic if. f . inout
tions or cause the execution to roll back and retry) onl)/A‘ parafiel program IS deterministic 1, for a given Input,

when compile-time guarantees are infeasible. The key i§very execution of the program produces ideniagr-

to determine when concurrent tasks make conflicting ac[]a".y V'S'bleOUtp.Ut' Ma_ny transformationglarallel _aI-
orithmshave this basic property. Here we restrict our

cesses. The language can help provide this capability b ftention 1 determinism introduced b

enforcing structured parallel control flow (to make it easy gn lon o non eg‘r;"'”'s_”? n rt?] ltjce ?/concurr_ency,

to analyze which tasks can execute concurrently) and b nadwe Ignore nondeterminism that can aiso occurin se-
uential programs (e.g., callsget t i neof day).

roviding type system mechanisms to convey explicitl : . o
providing type sy I vey expictly A parallel programming language is deterministic if

what data can be accessed or updated by a specific task. : . S
These goals, and some techniques to achieve them gy legal program in that language is deterministic. A
discussed in’SectidE 1 ' “deterministic parallel programming model (language or

library) has significant advantages:

How to provide sound guarantees when parts of
the program either cannot be proved deterministic

or have “harmless” nondeterminism? Libraries and
frameworks written by expert programmers tend to be
widely reused, carefully designed, and thoroughly tested.
Such code may include components that are not deter-
ministic in isolation, yet can be combined to provide de- ¢ Programmers cameasonabout programsgebug
terministic results. For example, a sequence of commu-  them during development, ardlagnoseerror re-
tative inserts to a concurrent search tree within a parallel  ports after deployment using the development tech-
loop can be executed in arbitrary order and yet give de-  niques and tools currently used for sequential pro-
terministic results, as long as no other operation (e.g.,  grams.

a find) is interleaved between those inserts. Languages

should enable such libraries to express contracts that can ® Independent software vendors céest codes as

be enforced by the compiler. The system can then ensure  they do for sequential programs, without being con-

e A deterministic program can be understood with-
out concern for execution interleavings, data races,
or complex memory consistency models: the pro-
gram behavior is completely defined by its sequen-
tial equivalent.

that a client application using the library is determirmisti cerned about the need to cover multiple possible ex-
so long as the library implementation meets its specifica- ~ €cutions for each input. The same test suites de-
tion. These goals are discussed in Sedfich 4.2. veloped for the sequential code can be used for the

parallel code.
How to specify explicit nondeterminism when ) o
needed?A deterministic-by-default language may need ® Programmers can use an mcremental parall_ellzatlon
to support transformational computations that permit ~ Strategy, progressively replacing sequential con-
more than one acceptable answer. If so, the language structs with pa_rallel constructs, while preserving
must achieve three goals. First, any nondeterministic ~ Program behavior.
behavior must bexplicit, e.g., using nondeterministic
control statements; hence the term “deterministic by de-
fault.” Second, the nondeterminism should be carefully
controlledso that programmers can reason about possi-
ble executions with relatively few interleavings. Third,
nondeterministic code should latedfrom determin-
istic code so that the programmer can reason determinis-
tically about the rest of the application. These goals are Deterministic semantics can also help with parallel
discussed in Sectidd 5. performance. In particular, an explicitly parallel loopsha

e Two separately developed but deterministic parallel
components should be far easier to compose than
more general parallel code, because a deterministic
component should have the same behavior regard-
less of the external context within which it is exe-
cuted.



sequential semantiegith aparallel performance model e Compiler-basedapproaches use parallelizing com-

its performance will be what one would expect by as- piler technology (e.g.[111] 8]) to transform sequen-
suming that parallel loop iterations do execute in par- tial programs (with or without annotations) into par-
allel. In effect, both the semantic model and the per- allel form.

formance model for such a program can be defined us-
ing obvious composition ruleBl[6]. Further, deterministic e Software runtime approaches (e.g.l [0, 124, 5])
programming models can enable programmers to spend use software runtime checks to detect, and possi-
more time on performance tuning (often the determining bly speculation to recover from, violations of de-
factor in performance for real-world software) and less terministic semantics in the execution of a parallel
time finding and eliminating insidious concurrency bugs. program.

Some methods of enforcing determinism can hinder
performance, either by introducing high runtime over- e Hardware runtime approaches (e.g., hardware-
heads or by restricting expressiveness. We believe, how-  supported thread-level speculation (TLS)I[21] 18]
ever, that this problem is not fundamental. First, we can or DMP [10]) use hardware support to achieve the
enforce determinisrwithout runtime checkfor a large same goals but with less overhead, at the cost of in-
class of programs (Secti@n#.1). Second, when we must  creased hardware complexity.
relax determinism guarantees for high performance, we
can often still provide dibrary or framework interface  The four approaches involve different tradeoffs and
that appears deterministic to the user, with the nondetercan be combined in different ways into a composite so-
ministic behavior hidden inside the implementation (SeC'lution_ A |anguage_based approach allows a h|gh degree
tion[4.2). of programmer control, documents the available paral-
lelism for future developers, and makes program behav-
ior and performance characteristics explicit. Language
information can also specify properties that hold at in-

Practical alternatives to thread-based programming thd€rface boundaries, enhancing modularity. A compiler
work for object-oriented languages are starting to emerg@PProach can reduce the burden of writing parallel code,
for production use. The Cilk++[1] language provides compared to a pure language approach. However, for all
a task programming model that simplifies the exprestt very regular codes auto-paralllelization is quite diffi-
sion of parallelism. Java's ForkJoinTasK [2], Intel's cult; and even where successful it can be brittle (small
Threading Building Blocks (TBB)[19], and Microsoft's code changes can destroy performance) and hard to un-
TPL [3] provide similar capabilities using libraries. Fur- derstand.
ther, regular data parallel operations on arrays (update, A robust runtime can reduce or eliminate the need for
filter, map, reduce) can be expressed elegantly and cughe programmer or compiler to get the sharing patterns
tomized using emerging libraries and frameworks sucteorrect. However, runtime approaches can add overhead
as ParallelArray for Javd][2] and TBB'’s templates for and make performance characteristics opaque. Further,
C++. runtime techniques are inherently input-dependent: one
These emerging object-oriented languages and liinput may avoid determinism violations, while another
braries are a valuable step; however, they lack any gua@ne causes a violation.
antees of determinism or even freedom from data races Overall, explicitly parallel, language-based ap-
in the presence of shared references to mutable objectproaches are the only ones that provide the benefits
Similarly, emerging research techniques like Galois [12]of performance control, explicit interfaces, modular-
and Kendol[1l7] provide deterministic semantics for “cor- ity, documentation, and compile-time enforcement. We
rectly written” programs, but provide no guarantee thattherefore believe that such an approach is the most attrac-
those requirements are met at compile-time or runtime. tive in the long term. Such an approach can be combined
The fundamental challenge in guaranteeing determinwith limited runtime software and hardware checking to
istic parallel programming semantics is for the system toenable greater expressivity, where needed.
“see” and check the shared memory interactions between

different parallel computations in the program. Broadly, ] o
there are four approaches for this kind of checking: 4 Language Mechanisms for Determinism

3 Guaranteeing Determinism

e Language-basedapproaches (discussed further in It is particularly challenging to develop language mech-
Sectior[#) use language extensions, usually in th@nisms that provide deterministic semantics for general,
type system, for compile-time enforcement of shar-object-oriented languages. We discuss our ideas for ad-
ing constraints in a parallel program. dressing these challenges below.



4.1 Effect Systems 4.2.1 Local Nondeterminism

We believe that an important part of the solution to con-Algorithms that are deterministioverall may benefit
trolling sharing is an object-orientesffect systenfl5, from “locally nondeterministic’ behaviors for higher
9, [4] providing annotations that partition the heap andperformance. Some operations, such as associative re-
declare which parts of the heap are read and written byguctions, have deterministic final results but require a
each task. An effect system could easily show, for examschedule-dependent order of internal operations for high
ple, that two distinct objects are being created at everperformance. Similarly, some sequences of operations
recursive call of a divide and conquer pattern, so the subthat produce deterministic final behavior as seen by an
problem computations do not interfere. external observer may have schedule-dependent internal
In the Deterministic Parallel Java (DPJ) projégt [4], we fePresentations (i.e., memory state). Examples include a
are developing a sophisticated effect system that partiS€duence of insert operations on a set or on a splay tree,
tions the heap into hierarchiaagionsand uses those re- ©F €omputing the connected components of a graph.
gions to disambiguate accesses to distinct objects, as well Experienced programmers should be able to write
as distinct parts of the same object, referred to througlsuch computations and encapsulate their code in libraries
data structures such as sets, arrays, and {rees [7]. A sinthat have deterministic external behavior, with well-
ple local type-checker (no whole-program analysis is re-defined properties. E.g., programmers should be able to
quired) can then ensure that there are no conflicting acdefinepure, associativ®perators, as in languages like
cesses to overlapping memory operations between cortFortress[[2R], which can then be used by a generic re-
current tasks. In a correct DPJ program, nondeterminisnduction or parallel prefix algorithm. The “pure and asso-
cannot happen “by accident”: any such behavior must beiative” requirement is a contract that can be checked by
explicitly requested by the user, and a DPJ program wittthe compiler, possibly relying on effect annotations.
no such request has an “obvious” sequential equivalent.

When static checks do not work, either because the

analysis is not possible or the annotation burden is not

justified by the performance gains, we must fall back4.2.2 Unsoundness

on runtime techniques. One approach is to use software

speculation[[24], with hardware suppdrt[18] to reduceln realistic applications, some parts of the program may

overhead if it is available. An alternative approach is ain fact be deterministic (unlike the “locally nondetermin-

fail-stop model that aborts the program if a determinis-istic” cases above), yet perform operations that cannot

tic violation occursl[2D]. This approach gives a weakerfeasibly be proved sound by the type system or run-

guarantee, but it avoids the overhead of logging and rolltime checks. One example is a tree rebalancing. If the

back. Even in such cases, support for speculation wiltype system can guarantee that a data structure is a tree,

still be valuable, for two reasons: it can simplify initial then this guarantee can support sound parallel operations,

porting of programs (see Sectibh 6) and it can be used tguch as a divide and conquer traversal that updates each

express algorithms that airgherently speculativevhere  subtree in parallel. However, rebalancing the tree in a

new tasks must be launched speculatively or the entirgvay that retains the guarantee may be difficult, without

algorithm would become serial[12]. imposing severe alias restrictions such as unique point-
ers. It is also difficult for a runtime to efficiently check
that the tree structure is maintained after a rebalancing.

. ) We believe a practical solution in such cases is to
4.2 Encapsulating Complex Behaviors allow unsound operations, i.e., operations that may
break the determinism guarantee, but to encapsulate
In realistic programs, the guarantee of determinism mayhose operations inside well-defined data structures and
have to be weakened for parts of the program, for perforframeworks using traditional object-oriented encapsu-
mance or expressivity. However, if we can encapsulatéation techniques (private and protected fields and in-
those parts behind an interface with suitable contractser classes) supplemented by effect analysis and/or alias
and guarantee that client code satisfies those contractspntrol. The effect and alias restrictions can help keep
then we can still provide sound guarantees for the restrack of what is happening when references in the rest
of the program. This approach is attractive because thef the code point to data inside an encapsulated struc-
encapsulated code can often be placed in libraries antlire [9]. Then the compiler can use the guarantees pro-
frameworks written by expert programmers skilled in vided by the data structure or framework interface to pro-
low-level parallel programming and performance issuesvide sound guarantees for the rest of the program.



5 Explicit Nondeterminism 6 Usability

‘Common concerns with language-based solutions are the
fst to rewrite existing programs and to learn new lan-
uage features. We believe that (a) the costs tend to

plications. In all these examples, the final result mus e exaggerated and the benefits underestimated; and (b)

meet some acceptance criterion, and multiple solution§tr0ngVt\(/ecz,mc"’lI sct))lut;‘ons. canb §|gf]|nnf|cantly reduce the
that meet the criterion are permissible. This propertyCOStS' 'VE dISCusSS oth points brie yin turn.
(1) First, note that we are proposing a small set of ex-

can be exploited to write a simpler, or better performing,t / ¢ tablished b | has J
parallel algorithm. In contrast to encapsulated nondeter1>10NS 10 an establisnéd base language (such as Java or

minism in the context of a deterministic program (Sec-c#)’ notan entirely new language. This fact should mit-

tionZ=Z1), here theisible program behaviois nonde- igate the up-front cost of both learning the new features
terministic’ and writing code that uses the new features. Further,

ish h alaorith hi hievi the extra effort to learn and use new language features is
we WIST to EXpress suc algorit ms while ac '_e\_/'nglikely to be dwarfed by the effort required to write, port,

the following goals._Flrst, nondeterrr!mls_m is explicitly tune, and test parallel code. A well-designed language
expresssed, e.é;., u5|cr;g a nprw_detgrmln|s';|<:|lcontrol S"ta(tjethat simplifies the latter tasks can more than justify the
ment. Second, nondeterminism is carefully controlle learning curve. Note also that because we are extending
so that the programmer need reason about only relat|veI¥ base language, porting can be doTementallye.g
few program interleavings. Third, the nondeterministic, o | by kernel ’ =
part of the application should not compromise the ability (2) Although object-oriented effect notations require
to reason with determinism for the rest of the application.some extra effort from the programmer, such effort is

We are investigating how to achieve these goals imot wasted. First, effect annotations on methods pro-
DPJ. For example, suppose we have two parallel iterayide a compiler-checkablimterfacethat allows sound,
tion constructs, one for iterating over independent Obmodu|ar reasoning about program ComponentS’ even in
jects € or each), and another for iterating over objects the absence of all the source code (such as for a library
that may overlapf(or each_nd, where “nd” stands for  or framework). Thus, the annotations enhance modular-
“nondeterministic”)f or each is deterministic: it guar- ity and composability. Second, the reasoning required to
antees that the result is as if the iterates were executéftroduce regions and effects is exactly the reasoning re-
atomically and in sequential ordéror each_ndisnon-  quired to understand the sharing patterns in the code. In
deterministic and guarantees that the result is as if theact, the region and effect mechanisms give programmers

iterates were executed atomically and in some arbitrar)a concrete guide for how to carry out such reasoning_
order. Thef oreach_nd construct achieves the three  (3) Non-trivial real-world applications are long-lived,

For some algorithms, nondeterministic behavior is con
sidered acceptable, e.g., branch-and-bound search, gra
clustering, and many graphics and media processing a

goals above as follows: and initial development or porting costs are usually a
small fraction of long-term maintenance and enhance-
e It makes nondeterministic behavior explicit. ment costs. A language that simplifies testing and docu-

ments sharing patterns in the code reduces maintenance

_ costs.
e Itallows the programmerto understand the behavior (4) Finally, we note that current threads-based lan-

of the loop by considering only the iteration order, 4, ;3ges have woefully inadequate shared memory mod-
and not arbitrary interleavings of memory accessg|s The only memory model accepted today guarantees
operations, or even arbitrary expressions or stategeqyential consistency for data race-free programs, as for
ments, in the iterates. Java and (soon) C++. The difficulty lies in the semantics
of data races. C++ does not provide any; this is unten-

e It ensures that program units that do not contain a@ble for a safe language. Java provides semantics that are

f or each_nd statement in their dynamic scope ex- complex and fragile. If we are to move towards safe par-
ecute deterministically. allel languages with tractable memory models, wast
prohibit data races for all allowed programé type and

The Galois systenm [12] provides capabilities similar to e:‘fer(]:ttﬁysteml, aihdllscussetq n Sec f'j'l’ could accom-
ourf or each andf or each_nd, except that it is pos- P 'Z 'St goha 'WII ol\/vtrun ime ]?Vfr: ea d th ¢
sible to write incorrectly synchronized programs (for ex- of ugir:ge r?gwr;:r?gj:gl; Iggttggioﬁ;' er reduce the cos
ample, that have data races) in Galois. Our aim is to '
leverage the effect system described in Sediioh 4.1 to e Effect inference In DPJ, we are exploring how

guaranteehe properties described above. judicious use of effect inference (inferring region



7

and effect annotations) can reduce the programming([3] http://research.microsoft.com/en-us/projecté/tpl

burden of type annotations for determinismi[23].

Runtime checksThe language can provide runtime
checks, as described in Sectionl4.1, so that large
programs can initially be ported without all the ef-

[4] http://dpj.cs.uiuc.edu.
[5] M. D. Allen et al.

Serialization sets: A dynamic
dependence-based parallel execution mod&POPR
20009.

fect annotations needed for compile-time checking. [6] G. E. Blelloch. Programming parallel algorithnGACM,

The overheads of runtime checks can then be incre-

mentally tuned away by introducing effect annota- [7]

tions where the benefits justify the effort.

Integrated development environment (IDEh IDE
can use sophisticateithteractive compiler paral-
lelization technology, combined with modern refac-
toring technology, to assist the initial porting pro-

cess. Making porting a one-time effort allows such o]

an environment to use powerful, but potentially

slow, interprocedural parallelization techniques (the[10

strengths of compilers); while making it interactive

allows programmers to influence the process and!1]

avoid the problems of poor or brittle performance
(the weaknesses).

(12]

Summary

(13]
We agree with Lee[13] that unrestricted use of thread$14]

is not an acceptable model for shared memory parallel
programming. In this paper we have argued that appro-

priate language design can bring determinism in a mucls] J. M. Lucassen and D. K. Gifford. Polymorphic effect
more flexible way to shared memory parallel computing,

even in rich, imperative, object-oriented languages. Thqm]

inevitable residuum of low-level shared memory code

written by experts can be encapsulated into libraries an
used by general programmers working within a safe, pro-

ductive parallel programming environment. The up-front

cost of using new language features will be more tharf 18l

outweighed by the benefits over the life of an application,

and reduced through careful language design and apprd';]-9

priate interactive development tools. Achieving these
goals will require a concerted research effort by the lan-

guage, compiler, and architecture communities.
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